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PROBLEM

Algorithm 1 Comparing protocol constructed by logical gates

Input: a = (a,,---asay)s, b= 1(b,---baby)2
fi=a Ab
for i =2 ton do
fi=a;Ab;V(a; Vi) A fia;
end for
Output: [,
if f, =0then a=>0b
if f, =1then a<b
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GARBLED CIRCUITS

Bob wahlt seive
Eingabew via OT

Eingabe von Alice
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GARBLED CIRCUITS

garbled circuit f

garbled input x,
output wire labels

input Y
—) )T
wire labels
garbled y
'—

garbled f(x,y)

_—
flx,y)

Alice
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Gen():

Share(pp, x,n,1):

sct pp + G. Return pp.

Reconstruct(pp, {z1, ..

$ | k|
{1,...,n— 1} set z; & G. Set x,, = =

.,LL‘;]]:

=1

For all i € [t], if there exists an z; such that z; ¢ G,

t

Agree on a group G with group operation + and its inverse operation — and

Parse pp as G. If n # t or ¢ ¢ G, return L. Otherwise, for i €
Eﬂ'_l x;. Return {z,..

return L. Otherwise, return = = Z

i JL:Iu‘.!ﬁ-;,

.y En }-

Scheme 2: Additive Secret Sharing.
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ADDITIVE SECRET SHARING

for a given variable x, we denote by (z) the shared form of x

(z) = (x) + (y) means adding the share z; to the share y; and calling the
result z; for all ¢ € [n].). The same holds for multiplications with public

values (e.g., (z) = 3 (x) means multiplying the share x; by 3 and calling
the result z; for all i € [n].), whereas additions with public values are only

added to the first share and not to all shares (e.g., (z) = () + 3 means
adding 3 to the share 2y only).
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BEAVER TRIPPLES

Algorithm 3 Multiplying two sccret values (Multiplication)

Data: Shared secrets [z] and [y]

Result: Shared result [w], where w =z -y mik elwer

: CP collaboratively choose a triple [a], [b], [¢], where ¢ = a - b

1 . .
2: CP compute [e] = [z] — [a] and [d] = [y] — [6] Konsta ISt
3: CP collaboratively open [e] and [d] to all CP / nar beim e

4: CP compute [w] = [e] +e-[b] +d-[a] +¢e-d

5: return [w] Term!
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BEAVER TRIPPLES

Algorithm 5 Verifying the correctness of multiplicative triples

Data: Secret shared random triple [z], [v], [w]

Result: True if w = x -y, False in case any check fails

CP collaboratively choose a random value [r] and open it to all parties
CP collaboratively choose a triple [a], [0], [¢], where presumably ¢ = a - b
CP compute [e] =7 - [z] — [a] and [d] = [y] — [b]

CP open [e] and [d] to all CP

CP compute [h] =r-[w] —[¢] —e-[b] —d-[a] —e-d

CP open [h] to all CP

return h —— ()

S

Fallsw=x*+r1umdc=av+r_2, dawist h=r*r1-r_ 2

U A - vy
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Protocol TTowume

_ _ _ _ Hochschule fiir
Initialize: The parties first invoke the preprocessing to get the shared secret key [af, a sufficient number of . ’
multiplication triples ({a}, (b}, (¢)), and pairs of random values (r}, [r], as well as single random values [t]. [¢]. Wirtschaft und Recht Berlin
Then the steps below are performed in sequence according to the structure of the circuit to compute. Berlin School of Economics and Law
Input: To share P’s input z;, P; takes an available pair (r}), [r]. Then, do the following:
1. |r|] is opened to F; (if it is known in advance that P; will provide input, this step can be done already
in Lthe preprocessing slage).
2. P broadcasts € + x; — 7.
3. The parties compute {z:) + (r) + c.
Add: To add two representations (z), (y).the parties locally compute (z) + (y).
Multiply: To multiply (z), {y) the parties do the following:
1. They take two triples ({a), (b), (), ({F), {g), (k) from the set of the available ones and check that indeed
a-b=rc.
Open a representation of a random value [t].
partially open - {a) — {[} to gel p and {b) — (g) Lo gel o
— evaluate t- (¢} — (h) —o - {f) — p- {g) — o - p, and partially open the result.
— If the result is not zero the players abort, otherwise go on with (a), (b), (c).
Note that this check could in fact be done as part of the preprocessing. Moreover, it can be done for all
Lriples in parallel, and so we aclually need only one random value [.
2. The parties partially open (z) — (a) to get c and (y) — (b} to get 4 and compute (z) < {c)+c(b) +d{a)+cd
Output: We enter this stage when the players have {y) for the output value y, but this value has been not been
opened (the output value is only correct if players have behaved honestly). We then do the following:
1. Let ay,-..,ar be all values publicly opened so far, where {a;) = (6, (aj1, ..., a5a), (v(aj), ..., v(ajla))-
Now, a random value [e] is opened, and players set e; = ¢ for i = 1,...,T. All players compute
oY SPD/
2. BEach F; calls Foow Lo commil lo ; +— Zj ei7(aj)i. For the outpul value (y), F; also commiis Lo his
sy 5 . X H & £y L] u 1 T K 2 1
s, Jol om0 the cormeponding MAC (lvan Damgard, Valerio Pastro,
4. Each P; asks Fooy to open 7, and all players check that a(a+ ), ﬁjﬁj.} = 3,7 If this is not OK, the N Igel P Sm 3 rt an d Sa ra h
prolocol aboris. Otherwise the players conclude that the oulput value is correctly computed. ’
5. To get the output value y, the commitments to y;,y(y): are opened. Now, y is defined as y := ), y; and Za ka I’I as 20 12)
each player checks that a(y + 8) = >, v(y)s, if so, y is the output. /

Fig. 1. The online phase.
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OPINIONS - 54

THOUGHTS FOR
THE DAY — 10¢

SOUND ADVICE- 25 ¢

T
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/ERO KNOWLEDGE

JKann man bewelsen, dass maw dlter als 18 Jahre
Lst, ohne sein Geburtsdatum preiszugeben?

JKann man bewelsen, dass man Rreditwitrdio
Lst, ohne seinen Kontostand preiszugeben?

JKann man bewelsen, dass mawn die Lisung
fitr eln Problem hat, ohne die Lsung
preiszugeben?

OPINIONS - 5¢

TAOUGHTS FOR
THE DAY — lo¢

SOUND ADVICE- 25¢

ScHz

©FNTS.
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EIGENSCHAFTEN

e Complete
* Sound
e Zero Knowledge

\ Also wirklich NICHTS andleres!

Der ,verifier” lermt nichts anoderes, auber der Tatsache,
dass die Aussage wahr ist
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Zero Knowledge Proof

1. Completeness: if the statement is true, an honest verifier (that is, one following the protocol properly) will
be convinced of this fact by an honest prover.

2. Soundness: if the statement is false, no cheating prover can convince an honest verifier that it is true,
except with some small probability.

3. Zero-knowledge: if the statement is true, no verifier learns anything other than the fact that the statement
is true. In other words, just knowing the statement (not the secret) is sufficient to imagine a scenario
showing that the prover knows the secret. This is formalized by showing that every verifier has some
simulator that, given only the statement to be proved (and no access to the prover), can produce a
transcript that "looks like" an interaction between an honest prover and the verifier in question.
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Sind die betden qraphen
5 Lsomorph? 1
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/ERO KNOWLEDGE

: wiirewn die qraphen nicht isomorph, so
/\ witrde Leh wohl sehr bald erwischt! 1

e
./

5 3

1

4
&
M

2 3
4

16.03.2026 Prof. Dr. Bjorn Grohmann 84



/ERO KNOWLEDGE

Graph-Isomorphisin

Secret

e
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y

Beweiser P

geg.: (Gh,Ga), 9

(1) wiihlt zufillige Permutation

und berechnet H = w(Gy)

P kawn sich v
jeder Runde ven — |

Public
Veritlizierer V //

geg.: (G, Ga)

(2} wihlt ¢ € {I , 2}

anssuchen, (8) o {w- ¢ wenn ¢ =1
=2
welchen Graph er T weme
wihlt.. (4) iiberpriift ob o(G.) iy
16.03.2026
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(Aad rat l& Schliisselgenerierung .
Q — Public
. Sei n = p-q das Produkt zweier zufalliger, verschiedener Primzah
Der Beweiser P_wiihly w €g Z; und berechnet » = w* mod n. Die Werte (n,x)
S@OY’@“‘ werden als 6ffentlicher Schliissel verdffentlicht, w bildet das Geheimnis von P.
Protokoll
Beweiser Verifizierer
geg.: (n,z)w geg.: (n,xz)

wihlt s zufillig in Z;,
herechnet a — s2 mod n

withlt ¢ € {0,1}
berechnet z — s - w*° mod n

"
iiberpriift ob 22 = a - z° mod n
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_Dl S ky‘@+@ Schliisselgenerierung
. gegebene Parameter: Primzahlen p, g mit g|(p — 1), Generator g der Untergruppe
Logarithm :

Beweiser wihlt w zufillig in Z, und erzeugt sein Schliisselpaar — bestehend aus einem
dgffentlichen Schliissel x und einem geheimen Schliissel w  durch:

?Mbli& = (r=g" modp, w) S@Or6+

Protokoll

Beweiser P Verifizierer V

geg.: (p,q,9) =, w geg: (p,q,9) ©

wiihlt s zufillig in Z,
berechnet a — g* mod p

wiihlt ¢ €5 {0,1}

berechnet z = s + ¢ - w mod g

iiberpriift ob g* L a-z° mod p
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The Fiat-Shamir Transform

Non-Interactive
Argument
Hash Function H

Public-Coin
Interactive Argument

p; = H(x,ay, ..., a;)

P “« vV
P : a, ..., a,
Ar-1 1 = H(x,ay)
Br_1 E P, =H(x, a1, a3)
o P
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Sianature | Schlisselgenerierung:

gegebene Parameter: Primzahlen p, g mit g|(p — 1), Generator g der Untergruppe Uq, Einweg- ’P(Abli c
e

SOM& € Hashfunktion H /
Beweiser wihlt w € Z; und verdffentlicht den Schliissel z — ¢" mod p
"m Nachricht m:

1) Beweiser wiihlt sy, ..., s zufiillig in Z; und berechnet
a; =g modpfiri=1,...,k

Secret

(2) Bbweiser berechnet H(m||aq||...||ax) und nutzt die ersten k Bits des Hashwertes als
+ Ck
erechnet Antworten z; — 8; +¢;-wmod g fiiri = 1,...,k
(4) Beweiser sendet Nachricht m und zugehirige Signatur (eq, ..., ¢k, 21, .-, 2k)

Verifizieren der Signatur (¢1,..., ¢, 21,...,2,) fiir Nachricht m:
=g -x “modplhiri=1,....k

(2) Verifizierer ermittelt H(mjb]| ... ||bx)
die ersten k Bits von H(m||b||...||bx) identisch mit

(1) Verifizicrer berechnet

(3) Verifizierer akzeptiert, wenn
ci,...,c der Signatur sind.
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WMPC in the Head

Let L be a language in NP and let R(x,w) be a corresponding NP-relation. Let f be the following
(n + 1)-argument function (n > 3), corresponding to I:

flz,wy,...,wy) = R(z,u & ... 5 wy,),

where ¢ here denotes bitwise exclusive-or of strings (all of the same length). We view f as an n-party
functionality, where the first argument @ is a public input known to all n players, w; is a private input of
player F;, and the output is received by all players. We will sometimes ignore the public input x, viewing f
as an n-argument function specified by .
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WMPC in the Head

Zero-knowledge protocol 11 in the commitment-hybrid model

1. The prover picks at random wy, . .., w,, € {0, 1}™ whose exclusive-or equals the witness w. She
emulates “in her head” the execution of IT; on input (z, wy, . .., wy) (this involves choosing
randomness for the n players and running the protocol). Based on this execution, the prover
prepares the views V,..., V, of the n players; she separately commits to each of these n views.

I1; be an n-party protocol 2. Verifier picks at random distinct player indices i, j € [n] and sends them to the prover.
3. Prover “opens” the commitments corresponding to the two views V;, Vj.
4. Verher accepts if and only 1if:

(a) the prover indeed successfully opened the two requested views,

(b) the outputs of both F; and I?; (which are determined by their views) are 1, and

(c) the two opened views are consistent with each other
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DIFFERENTIAL PRIVACY
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SWie bringt man Marcle dazwu, eine
Tabu-Frage wahrheitsgemith zu beantworten?”
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Marcte sagt
die wahrheit

—
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((o.

Marcte sagt
die wahrheit

—

Marete Lixgt
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DIFFERENTIAL PRIVACY
tn 3/+ dler Fiille steht bel Marcle die

cto, richtige Antwort, in /4 die falsche

Marcte sagt
die Wahrheit

»

\ Marcle sagt

),

16.03.2026 Prof. Dr. Bjorn Grohmann 96



Hochschule fir
Wirtschaft und Recht Berlin

Berlin School of Economics and Law

DIFFEREN

Pas Rauschew Lisst sieh wieder rausrechnen:
Prozent tatslichliche ,)a“-Antworten = 2 (Prozent ,)a“-Antworten - 0,25)

/s mal 25% = 18,75% 2(0,275-0,25) = 0,25
/4 WLaL‘jLs% — 12175%

27,5%

16.03.2026 Prof. Dr. Bjorn Grohmann 97



DIFFEREN

16.03.2026

Hochschule fiir
Wirtschaft und Recht Berlin
Berlin School of Economics and Law

AL PRIVACY

) wie grob soll/darf Epsilon sein?

—®| analysis —*( outpul)

“difference” at most ¢

- /

ir_mut —» analysis —""( output )
without

X's data

N
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A function which satisfies differential privacy is often called a mechanism. We say that a mechanism I satisfies differential
privacy if for all neighboring datasets x and x’, and all possible outputs S,

£

PrF(z)=S] _

PrF(z') =S| &1

According to the Laplace mechanism, for a function f(z) which returns a number, the following definition of F'(x)
satisfies e-differential privacy:

F(z) = f(z)+ Lap (S) (4.2)

where s is the sensirivity of f, and Lap(S) denotes sampling from the Laplace distribution with center 0 and scale S.

Gibt die Groke der Anderung des Funktionswertes av -
bei Erhshung der Eingabe um 1

I oI3
02

GS(f) =, max |f(x)— f(z') o

Prof. Dr. Bjérn Grohmann e
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DIFFERENTIAL PRIVACY

Approximate differential privacy , also called (e, 0 )-differential privacy, has the following definition:
PriF(z) =S| < ePr[F(z') =s|+ 0

With probability 1 — 4, ﬂ&’g—"% < e

With probability 4, we get no guarantee at all

According to the Gaussian mechanism, for a function f(z) which returns a number, the following definition of F'(x)

satisfies (€, d )-differential privacy: h TN
F(z) = f(z) + N(o?) - [ a2
252 log(1.25/6) - /
2 _ . , ‘
where o< = 3 - .--*’f | (TQ}

where s is the sensitivity of f, and NV (o?) denotes sampling from the Gaussian (normal) distribution with center 0 and
variance o2. Note that here (and elsewhere in these notes), log denotes the natural logarithm_'\ 1 1 (m—u )2

 —— 2 o
7/ 2
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AL PRIVACY j

Data: Training data set (X, y)

Result: Model parameters 6

6 « Init(0)

#1. Add noise here: objective perturbation
J(O) = 3+ L, (6, X;,y) + AR(O)+f3

for epoch in epochs do

#2. Add noise here: gradient perturbation

0=60-n(VJO)+B)

end
#3. Add noise here: output perturbation
return 6+

Algorithm 1: Privacy noise mechanisms.
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